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1 

Executive Summary 

Title 10, U.S. Code, Section 2366 requires the Department of Defense to conduct 
realistic survivability testing before a program enters full-scale production.  This means 
testing the vulnerability of the system by firing munitions at the combat-configured system 
that are likely to be encountered in combat, with primary emphasis on testing for potential 
user causalities.  Consideration should also be given to the susceptibility to attack and the 
combat performance of the system during vulnerability testing. 

A vulnerability assessment evaluates the ability of a system to withstand the 
damaging effects of a threat.  The challenge in carrying out this assessment for an armored 
combat vehicle and its crew is that testing is usually destructive.  In many cases, there are 
a limited number of assets available for testing full-scale systems.  With good test planning, 
some test assets may be repaired and used again in testing; however, test designs must 
account for the small number of assets and choose optimal points, which poses a challenge 
for in-depth statistical inference.  To mitigate this problem, testers collect data from more 
affordable sources that include component- and subsystem-level testing.  This creates a 
new challenge that forms the premise of this paper: how can lower-level data sources be 
connected to provide a credible system-level prediction of vehicle vulnerability?  This 
paper presents a notional case study that demonstrates an approach to this problem.  We 
emphasize the use of fundamental statistical techniques – design of experiments, statistical 
modeling, and propagation of uncertainty – in the context of a combat scenario that depicts 
a ground vehicle being engaged by indirect artillery. 

The data used in the creation of the notional case study are unclassified, and the 
information in the document is based on open-source references.  All data were randomly 
generated, and the models and results presented are illustrative only.  There are neither data 
nor technical information from any government sponsors. 
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Abstract 

Title 10, U.S. Code, Section 2366 requires the Department of Defense to conduct realistic 
survivability testing before a program enters full-scale production.  This means testing the 
vulnerability of the system by firing munitions at the combat-configured system that are likely to 
be encountered in combat, with primary emphasis on testing for potential user causalities. 
Consideration should also be given to the susceptibility to attack and the combat performance 
of the system during vulnerability testing.  A vulnerability assessment evaluates the ability of a 
system to withstand the damaging effects of a threat.  The challenge in carrying out this 
assessment for an armored combat vehicle and its crew is that testing is usually destructive.  In 
many cases, there are a limited number of assets available for testing full-scale systems.  With 
good test planning, some test assets may be repaired and used again in testing; however, test 
designs must account for the small number of assets and choose optimal points, which poses a 
challenge for in-depth statistical inference.  To mitigate this problem, testers collect data from 
more affordable sources that include component- and subsystem-level testing.  This creates a 
new challenge that forms the premise of this paper: how can lower-level data sources be 
connected to provide a credible system-level prediction of vehicle vulnerability?  This paper 
presents a notional case study that demonstrates an approach to this problem.  We emphasize 
the use of fundamental statistical techniques – design of experiments, statistical modeling, and 
propagation of uncertainty – in the context of a combat scenario that depicts a ground vehicle 
being engaged by indirect artillery. 

1  Introduction 

Vulnerability can be described as the “characteristics of a system that cause it to suffer 
degradation (loss or reduction of capability to perform the designated mission) as a result of 
having been subjected to a hostile environment on the battlefield. It is generally an assumption 
in vulnerability studies that the threat has engaged the target.” [1] A comprehensive vulnerability 
assessment incorporates results from system- and lower-level tests, modeling and simulation, 
historical data, and other sources in order to allow analysts to infer vehicle vulnerability in an 
actual combat environment.  Conclusions can be drawn from a single information source or 
from a combination of sources, and can be based on quantitative reasoning or subject matter 
expertise.  From one vehicle program to the next, the breadth, depth, and quality of data vary, 
as does the structure of the assessment. 

Full-up system-level testing fires live ammunition against a fully loaded, combat-ready 
vehicle.  Its purpose is to provide “an independent check on the general success of the design 
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and development process for the vehicle.” [4]  Congress mandates this testing in Title 10, U.S. 
Code, Section 2366 (commonly referred to as the “Live Fire Test Law”) to demonstrate the 
vehicle’s survivability before it proceeds beyond low-rate initial production.  Although the 
number of test assets available for testing varies from program to program, typically very few 
vehicles are allocated for full-up system-level testing because of cost and schedule constraints. 

Lower-level tests, such as subsystem- or component-level tests, focus on specific 
engineering and scientific problems.  These could include the fracture dynamics of exploding 
munitions, or the impact dynamics of fragments, kinetic energy projectiles, or explosively formed 
penetrators.  Lower-level tests are conducted in a tightly controlled environment, are generally 
more affordable than system-level tests, and routinely provide quantities of data that better 
accommodate model fitting across a wide spectrum of conditions. 

Another source of information comes from modeling and simulation, which can be broken 
into three categories [11].  The first relies on numerical methods using finite elements to obtain 
a solution to the full set of governing equations, making it the most detailed and computationally 
expensive model to fit.  The second category is an analytical model that still uses numerical 
methods, but introduces simplifying assumptions into the governing equations, making it less 
computationally expensive. 

A third category, which is central to this paper, is what we refer to as Empirical Modeling 
and Simulation (EM&S).  EM&S decouples a complex engagement scenario into constituent 
parts.  Each part has an associated model that is fit to experimental data obtained in lower-level 
experiments.  These models are often derived from physics but do not rely on numerical 
methods.  They are computationally inexpensive, and fast to run.  EM&S connects these 
lower-level models to provide system-level vulnerability approximations that aid platform 
development, acquisition, and deployment. 

This notional case study demonstrates an approach for connecting the constituent lower-
level data sources that comprise EM&S.  The connection allows for system-level vulnerability 
predictions, with uncertainty quantification, as a function of the initial battlefield conditions.  
The case study relies on fundamental techniques, including design of experiments, statistical 
modeling, and propagation of uncertainty.  All raw data is randomly generated, and is not 
representative of any particular program of record. 

The paper is organized as follows.  Section two defines the engagement scenario and 
scopes the problem.  Sections three, four, and five detail the experiments and models.  
Section six presents the propagation of uncertainty analysis.  Section seven details the fault tree 
analysis.  Section eight draws conclusions, and section nine discusses the lessons learned and 
future work. 

 

2  Case Study 
 

The case study considers a simple combat scenario, inspired by a similar example by Driels 
[2] that depicts a ground vehicle being engaged by indirect artillery.  The scenario starts with 
the detonation of an artillery warhead above the vehicle.  As the warhead detonates, it 
disperses fragments in all directions, commonly known as shrapnel.  The case study tracks the 
trajectory line of a single fragment as it intersects the vehicle.  If the fragment penetrates the 
vehicle’s turret roof armor, it has the potential to damage three components along the 
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fragment’s trajectory line that are essential to the vehicle’s mobility. 
 

 
Figure 1: The combat scenario.  

 

Deitz proposed a framework for decomposing the elements of a vulnerability problem 
into “levels’”of testable characteristics [1].  Level one addresses the initial conditions of the 
engagement; it typically details the engagement geometry and parameters relating to the 
weapon’s potential and kinetic energy.  Here, the Warhead Airburst Experiment is designed to 
characterize the mass and velocity of the fragment that travels along the trajectory line (depicted 
in Figure 1) as a function of warhead tilt angle. 

Level two describes the state of components after the engagement; or, in this case study, 
the probability that component one, two, or three is damaged.  Obtaining this result in this case 
study requires two separate experiments.  The first, called the Armor Coupon experiment, is 
designed to model the probability that the fragment will penetrate the turret roof armor.  The 
second, called the Component Damage Experiment, is designed to model the probability that 
component one, two, or three is damaged, given a fragment that impacts the component. 

Level three addresses the state of functionality of the platform after the engagement.  
Here, the capability of interest is the vehicle’s mobility.  Engineering fault trees are used to 
translate the state of components to the state of mobility.  This case study assumes that the 
three components are non-redundant and critical for mobility, with the fault tree (presented in 
Section 7) connecting the three components in series. 

 

3  Warhead Airburst Experiment 
 

The warhead airburst experiment, commonly called an arena test, characterizes the mass, 
velocity, and spatial distribution of fragments that are dispersed by an exploded warhead.  For 
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an airburst test, the warhead is suspended above the ground in a fixed horizontal position, and 
the testers detonate the warhead and collect the mass, velocity, and trajectory angle of the 
fragments.  The experiment consists of a single warhead detonation or a series of detonations 
with different warhead orientations.  Details about this type of experiment can be found in 
military test operating procedures [9]. 

A fragment’s trajectory angle is measured with respect to the warhead’s coordinate 
system, with zero degrees corresponding to a fragment dispersed from the front of the warhead, 
and 180 degrees corresponding to the rear.  Instrumentation includes an array of witness 
panels that encircle the warhead and permit the trajectory angle of each captured fragment to 
be measured on an ordinal scale, spanning from 0 to 180 degrees in 15-degree increments. 

Fragment trajectory angle is synonymous with warhead tilt angle.  For a fixed airburst 
position, data from this experiment can be used to predict the mass and velocity of the fragment 
that travels along the fixed fragment trajectory line, as a function of warhead tilt angle. 

Each captured fragment’s mass and velocity are measured independently.  A fragment 
mass record has an associated trajectory angle but not an associated velocity record.  Likewise, 
a velocity record has an associated trajectory angle but not a mass.  For this reason, and despite 
the fact that mass and velocity are known to be correlated by kinetic energy, we assume they are 
independent, and model them separately. 
 

 
Figure 2: The top panel shows a Gaussian process model that fits impact velocity as a function 

of tilt angle.  The bottom panel shows a separate latent Gaussian process model that fits 
impact mass as a function of tilt angle.  
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3.1  Impact Velocity Model 
 

The response variable for the impact velocity model is the velocity of a single fragment 

that is ejected from the exploded warhead.  Let 𝑦𝑖𝑗
𝐼  denote the impact velocity of the 𝑗th 

fragment from the 𝑖th bin, where the Roman numeral superscript denotes that this response 
variable belongs to model number one (the impact velocity model).  Throughout the rest of this 
paper, if a variable does not have a Roman numeral superscript, then it may be common to more 
than one model.  The data collection process groups velocity measurements into discrete bins.  

The number of velocity measurements per bin is on the order of 100, and is denoted as 𝑛𝑖
𝐼.  Bins 

are equally spaced according to the Tilt Angle factor, 𝑥𝑖, which spans from 0 to 180 degrees in 
15-degree increments (𝑖 = 1,2, . . . ,13).  The impact velocity model appears in Equation 1. 

 

 

𝑦𝑖𝑗
𝐼 ∼ normal(𝑓𝑖

𝐼 , 𝜎𝐼) ∀𝑖 ∈ {1,2, … ,13}  and  𝑗 ∈ {1,2, … , 𝑛𝑖
𝐼}

𝑓𝐼 ∼ multivariate normal(0, 𝐾(𝑥 | 𝛼𝐼 , 𝜌𝐼))

𝛼𝐼 ∼ half normal(0, .05)

𝜌𝐼 ∼ inv gamma(.05, .05)

𝜎𝐼 ∼ half normal(0,1)

 (1) 

 

This model assumes the velocity is normally distributed with an unknown standard 
deviation (𝜎𝐼), and an unknown mean (𝑓𝐼)  that is modeled as a Gaussian process.  The 
model uses the exponentiated quadratic function (𝐾) to compute the covariance matrix of 𝑓𝐼.  
We code the response variable and tilt angle factor onto a zero-to-one scale, and choose weakly 
informative priors for the noise term (𝜎𝐼) , the marginal standard deviation (𝛼𝐼) , and the 
length-scale parameter (𝜌𝐼).  For more information about this type of model, see [12] or [5]. 

Once the data is collected, inference can be made by determining the joint posterior 
distribution of the unknown model parameters.  Let the vector of unknown model parameters 
be denoted as 𝜃𝐼 = (𝑓𝐼 , 𝛼𝐼 , 𝜌𝐼 , 𝜎𝐼) .  Using Bayes’ rule, the joint posterior distribution is 
𝑝(𝜃𝐼 | 𝑦𝐼 , 𝑥) ∝ 𝑝(𝑦𝐼  | 𝜃𝐼 , 𝑥)𝑝(𝜃𝐼) .  After obtaining 𝑝(𝜃𝐼 | 𝑦𝐼) , we then construct the 
posterior predictive distribution.  Let �̃�𝐼 denote the predicted response at the unobserved tilt 
angle, �̃�.  Then, the posterior predictive distribution of �̃�𝐼 is 

 

 𝑝(�̃�𝐼  | 𝑦𝐼 , �̃�) = ∫ 𝑝(�̃�𝐼 | 𝜃𝐼 , �̃�)𝑝(𝜃𝐼 | 𝑦𝐼)𝑑𝜃𝐼 (2) 
 

The top panel of Figure 1 displays the posterior predicted velocity distribution 
conditioned on each tilt angle, which spans from zero to 180 degrees in one-degree increments. 

 

3.2  Impact Mass Model 
 

Here, the response variable is the mass of a single fragment that is ejected from the 
exploded warhead.  Data collection procedures are the same as those for the Impact Velocity 

Model.  Let 𝑦𝑖𝑗
𝐼𝐼 denote the mass of the 𝑗th fragment in the 𝑖th bin.  The impact mass model 

appears in Equation 3. 
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𝑦𝑖𝑗
𝐼𝐼|𝑓𝑖

𝐼𝐼 ∼ Mott(𝑓𝑖
𝐼𝐼) ∀𝑖 ∈ {1, … ,13}  and  𝑗 ∈ {1,2, … , 𝑛𝑖

𝐼𝐼}

log(𝑓𝐼𝐼) = 𝐿𝐼𝐼𝜂𝐼𝐼

𝐿𝐼𝐼|𝛼𝐼𝐼 , 𝜌𝐼𝐼 = Cholesky decompose(𝐾(𝑥 | 𝛼𝐼𝐼 , 𝜌𝐼𝐼))

𝜂𝑖
𝐼𝐼 ∼ normal(0,1) ∀𝑖 ∈ {1, … ,13}

𝛼𝐼𝐼 ∼ half normal(0,1)

𝜌𝐼𝐼 ∼ inv gamma(.1, .1)

 (3) 

 

The model assumes the mass is distributed according to the Mott distribution, with an 
unknown scale parameter (𝑓𝐼𝐼) that is modeled as a Gaussian process.  The Mott distribution 
was proposed by Mott and Linfoot in 1943, and has been successfully used by numerous 
researchers over the past seven decades to analyze exploding munitions fragmentation data.  
The density of the Mott distribution ([8], pg 11) is 

 

 𝑝(𝑎 | 𝑏) =
1

2𝑏
(

𝑎

𝑏
)

−1/2
𝑒−(𝑎/𝑏)1/2

    . (4) 

 

Unlike the previous model, the Gaussian process here uses the latent variable formulation 
that multiplies the Cholesky factor of the covariance matrix by a vector of univariate normals 
(𝜂𝐼𝐼), which implies that 𝑓𝐼𝐼 is distributed as a multivariate normal random variable.  Another 
difference is that a log link function is used to bound 𝑓𝐼𝐼 between zero and infinity to satisfy the 
domain of 𝑓𝐼𝐼 in accordance with the Mott distribution. 

Similar to the Impact Velocity Model, we use the exponentiated quadratic function (𝐾) 
to compute the covariance matrix of 𝑓𝐼𝐼, and assign weakly informative priors to 𝛼𝐼𝐼, 𝜌𝐼𝐼, and 
𝜂𝐼𝐼.  The posterior predictive distribution of 𝑦𝐼𝐼, 

 

 𝑝(�̃�𝐼𝐼  | 𝑦𝐼𝐼 , �̃�) = ∫ 𝑝(�̃�𝐼𝐼  | 𝜃𝐼𝐼 , �̃�)𝑝(𝜃𝐼𝐼 | 𝑦𝐼𝐼)𝑑𝜃𝐼𝐼    , (5) 
 

conditioned on each unobserved tilt angle setting (�̃�), appears in the bottom panel of Figure 1. 
 

4  Armor Coupon Experiment 
 

The Armor Coupon experiment uses a specialized gun to fire an individual manufactured 
fragment at an armor coupon that is fixed to a test stand.  The tester can adjust the amount of 
charge that is loaded into the gun to precisely control the fragment’s velocity.  The fragments 
that are fired are manufactured to be representative of real-world shrapnel, and are available in 
limited shapes and sizes.  The physical properties of the armor coupon are fixed, and represent 
the protection afforded by the turret roof armor.  A trial consists of a single fragment being 
fired at an armor coupon. 

The experiment includes three response variables, which we assume are independent and 
are modeled separately.  The first response variable indicates whether the fragment penetrates 
the armor.  If it does, the second and third response variables record the mass and velocity of 
the fragment, respectively, that exits through the back of the coupon, which we refer to as the 
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residual mass and residual velocity. 
The two covariates in this experiment are common to all three models, and address the 

mass and velocity of the fragment at the point of impact.  Let 𝑚𝑖 and 𝑣𝑖 denote the impact 
mass and impact velocity of the 𝑖th fragment.  The designed experiment specifies the fragment 
impact mass as 1, 5, or 20 grains.  Forty trials are executed for each impact mass, resulting in 
120 trials in total. 

The designed experiment is segmented by impact mass into three groups.  A sequential 
procedure, called 3Pod [10], is executed once per group to determine the velocities of the 40 
trials in that group.  3Pod is “sequential” because it specifies the impact velocity of the next 
shot based on whether the previous trial resulted in a penetration.  It is optimal in the sense 
that it is designed to achieve a zone of mixed results to avoid issues involving separation.  
Additionally, after achieving a zone of mixed results, it is designed to specify velocities that are 
D-optimal for logistic regression.  Details of each model appear in the following subsections. 

 

 
Figure 3: This model for the armor coupon experiment fits probability of penetration as a 

function of impact velocity and impact mass using a logistic regression model.  
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Figure 4: This figure shows results from two models for the armor coupon experiment. 
The top two panels show an exponential model that fits residual mass as a function of 

impact mass and impact velocity.  The bottom two panels show a normal model that fits 
residual velocity as a function of impact mass and impact velocity.  

 

4.1  Probability of Perforation 
 

We use logistic regression to model probability of penetration.  The response variable, 

𝑦𝑖
𝐼𝐼𝐼, indicates whether the fragment from the 𝑖th trial penetrates the armor.  Let 𝑦𝑖

𝐼𝐼𝐼 = 1 if 

the fragment penetrates, and 𝑦𝑖
𝐼𝐼𝐼 = 0 if it doesn’t.  The linear predictor in this model includes 

an intercept, two main effects, and an interaction term.  The priors for the coefficients are 
chosen for their lack of informativeness. 

 

 

𝑦𝑘
𝐼𝐼𝐼 ∼ Bernoulli(𝜇𝑘

𝐼𝐼𝐼)  ∀𝑘 ∈ {1,2, … , 𝑛𝐼𝐼𝐼}

logit(𝜇𝑘
𝐼𝐼𝐼) = 𝛽𝐴

𝐼𝐼𝐼 + 𝛽𝐵
𝐼𝐼𝐼𝑚𝑘 + 𝛽𝐶

𝐼𝐼𝐼𝑣𝑘 + 𝛽𝐷
𝐼𝐼𝐼𝑚𝑘𝑣𝑘

𝛽𝐴
𝐼𝐼𝐼 , 𝛽𝐵

𝐼𝐼𝐼 , 𝛽𝐶
𝐼𝐼𝐼 , 𝛽𝐷

𝐼𝐼𝐼 ∼ normal(0,10)
 (6) 
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The equation of the posterior predictive distribution for �̃�𝐼𝐼𝐼 = 1 appears in Equation 7, 
while the results appear in Figure 2. 

 

 𝑝(�̃�𝐼𝐼𝐼 = 1 | 𝑦𝐼𝐼𝐼 , �̃�, �̃�) = ∫ 𝑝(�̃�𝐼𝐼𝐼 = 1 | 𝜃𝐼𝐼𝐼 , �̃�, �̃�)𝑝(𝜃𝐼𝐼𝐼 | 𝑦𝐼𝐼𝐼)𝑑𝜃𝐼𝐼𝐼    . (7) 
 

 

4.2  Residual mass model 
 

When a fragment penetrates an armor plate, the fragment mass that exits may increase 
or decrease based on the impact mechanisms involved.  Plug formation and ejection are 
mechanisms that cause a chunk or “plug" of plate material to exit with the fragment, which may 
increase the mass of the original fragment if it travels together with the plug of plate material as 
a rigid body. 

The response variable of the residual mass model is the difference between the impact 

mass and residual mass, which is defined as 𝑦𝑙
𝐼𝑉 = 𝑢𝑙 − 𝑚𝑙 , where 𝑢𝑙  and 𝑚𝑙  denote the 

residual mass and impact mass, respectively, of the 𝑙th fragment that penetrates the armor.  
The response variable is modeled using an exponential generalized linear model with a log link.  
The linear predictor includes an intercept, two main effects, and an interaction term. The priors 
are weakly informative. 

 

 

𝑦𝑙
𝐼𝑉 ∼ exponential(𝜇𝑙

𝐼𝑉)    ∀𝑙 ∈ {1,2, … , 𝑛𝐼𝑉}

log(𝜇𝑙
𝐼𝑉) = 𝛽𝐴

𝐼𝑉 + 𝛽𝐵
𝐼𝑉𝑚𝑙 + 𝛽𝐶

𝐼𝑉𝑣𝑙 + 𝛽𝐷
𝐼𝑉𝑚𝑙𝑣𝑙

𝛽𝐴
𝐼𝑉 , 𝛽𝐵

𝐼𝑉 , 𝛽𝐶
𝐼𝑉 , 𝛽𝐷

𝐼𝑉 ∼ normal(0,1)
 (8) 

 

The equation of the posterior predictive distribution of �̃�𝐼𝑉 appears in Equation 9, while 
the results are plotted in the top half of Figure 3. 

 

 𝑝(�̃�𝐼𝑉  | 𝑦𝐼𝑉 , �̃�, �̃�) = ∫ 𝑝(�̃�𝐼𝑉  | 𝜃𝐼𝑉 , �̃�, �̃�)𝑝(𝜃𝐼𝑉 | 𝑦𝐼𝑉)𝑑𝜃𝐼𝑉 (9) 
 

4.3  Residual velocity model 
 

Here, the response variable is the fragment’s residual velocity.  Let 𝑦𝑙
𝑉  denote the 

residual velocity of the 𝑙th fragment that penetrates the armor coupon.  The residual velocities 
are fit with a normal linear model that appears in Equation 10.  Similar to before, the model 
includes an intercept, main effects, and an interaction, and assigns weakly informative priors to 
the unknown parameters. 

 

 

𝑦𝑙
𝑉 ∼ normal(𝜇𝑙

𝑉 , 𝜎𝑉)    ∀𝑙 ∈ {1,2, … , 𝑛𝑉}

𝜇𝑙
𝑉 = 𝛽𝐴

𝑉 + 𝛽𝐵
𝑉𝑚𝑙 + 𝛽𝐶

𝑉𝑣𝑙 + 𝛽𝐴
𝑉𝑚𝑙𝑣𝑙

𝛽𝐴
𝑉 , 𝛽𝐵

𝑉 , 𝛽𝐶
𝑉 , 𝛽𝐷

𝑉 ∼ normal(0,10)

𝜎𝑉 ∼ half normal(0,10)

 (10) 
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The equation of the posterior predictive distribution of �̃�𝑉 appears in Equation 11, while 
the results are plotted in the bottom half of Figure 3. 

 

 𝑝(�̃�𝑉  | 𝑦𝑉 , �̃�, �̃�) = ∫ 𝑝(�̃�𝑉 | 𝜃𝑉 , �̃�, �̃�)𝑝(𝜃𝑉 | 𝑦𝑉)𝑑𝜃𝑉 (11) 
 

5  Component Damage Experiment 
 

The component damage experiment shoots manufactured fragments at a critical vehicle 
component that is attached to a test stand.  Critical components are those components whose 
damage will cause a loss or reduction of capability to perform the designated mission. The 
criticality of a component depends in great measure on the robustness or redundancy of the 
system. [1]  A single trial consists of firing a single fragment with a specific mass and velocity at 
a component.  The response variable, 𝑦𝑞

𝑉𝐼 , indicates whether the 𝑞 th trial resulted in a 

damaged component.  Let 𝑦𝑞
𝑉𝐼 = 1 if the component is damaged, and 𝑦𝑞

𝑉𝐼 = 0 if it is not. 

Similar to before, the designed experiment specifies the fragment mass as 1, 5, or 20 
grains.  Component type is a categorical factor that can be set to component one, two, or three.  
For each impact mass and component type, 3Pod specifies the velocities for each of the 40 trials.  
This amounts to 120 trials per component type, and 360 trials in total. 

The probability of damage model uses logistic regression to model the probability of 
component damage as a function of fragment mass, fragment velocity, and component type.  
The component damage model that appears in Equation 12 is nearly identical to the probability 
of perforation model in Equation 6.  The only difference is that two additional coefficients, 𝛽𝐸

𝑉𝐼 

and 𝛽𝐹
𝑉𝐼, and two indicator covariates, 𝑐𝑞

𝑉𝐼 and 𝑑𝑞
𝑉𝐼, are included to account for the three-level 

categorical factor: component type. 
 

 

𝑦𝑞
𝑉𝐼 ∼ Bernoulli(𝜇𝑞

𝑉𝐼)    ∀𝑞 ∈ {1,2, … , 𝑛𝑉𝐼}

logit(𝜇𝑞
𝑉𝐼) = 𝛽𝐴

𝑉𝐼 + 𝛽𝐵
𝑉𝐼𝑚𝑞

𝑅 + 𝛽𝐶
𝑉𝐼𝑣𝑞

𝑅 + 𝛽𝐴
𝑉𝐼𝑚𝑞

𝑅𝑣𝑞
𝑅 +

         𝛽𝐸
𝑉𝐼𝑐𝑞

𝑉𝐼 + 𝛽𝐹
𝑉𝐼𝑑𝑞

𝑉𝐼

𝛽𝐴
𝑉𝐼 , 𝛽𝐵

𝑉𝐼 , 𝛽𝐶
𝑉𝐼 , 𝛽𝐷

𝑉𝐼 , 𝛽𝐸
𝑉𝐼 , 𝛽𝐹

𝑉𝐼 ∼ normal(0,10)

 (12) 
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Figure 5: This figure shows results from the component damage experiment that models 

probability of component damage as a function of impact velocity and impact mass using a 
logistic regression model.  

 
The equation of the posterior predictive distribution of �̃�𝑉𝐼  appears in Equation 13, 

while the results are plotted in Figure 4. 
 

 
𝑝(�̃�𝑉𝐼 = 1 | 𝑦𝑉𝐼 , �̃�𝑅, �̃�𝑅, 𝑐𝑉𝐼 , 𝑑𝑉𝐼) =

∫ 𝑝(�̃�𝑉𝐼 = 1 | 𝜃𝑉𝐼 , �̃�𝑅, �̃�𝑅 , 𝑐𝑉𝐼 , 𝑑𝑉𝐼)𝑝(𝜃𝑉𝐼 | 𝑦𝑉𝐼)𝑑𝜃𝑉𝐼 (13) 

 

6  Propagation of Uncertainty 
 

This case study decouples the engagement scenario in Figure 1 into three distinct 
experiments.  The models from these experiments can be connected in series, because the 
response variables from the previous experiment have the same physical meaning as the 
covariate settings in the present experiment.  For example, the response variables from the 
Warhead Airburst experiment (impact mass and impact velocity models) have the same physical 
meaning as the covariates in all three models from the Armor Coupon experiment.  Moreover, 
the response variables from the Armor Coupon experiment (residual mass and residual velocity) 
have the same physical meaning as the covariates from the model from the Component Damage 
experiment. 
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A typical goal of an EM&S vulnerability analysis is to predict a system-level outcome as a 
function of the initial battlefield conditions.  At this point in the case study, the system-level 
outcome is the probability of component damage, which can be assessed as a function of the 
initial battlefield condition: warhead tilt angle.  By hierarchically connecting the models from 
the three experiments in series, we can predict the probability of component damage as a 
function of warhead tilt angle, while accounting for the uncertainties from all three experiments 
and model fits.  This is accomplished by integrating out the intermediary variables.  We 
segment this approach into three stages.  The results for stages one and two appear in Figure 
5, while the results from stage three appear in Figure 6.  Table 1 provides a summary of the 
parameters in each model. 

  

Mdl. R.V. Parameters Covariate(s) 

1 𝑦𝐼 𝜃𝐼 = (𝑓𝐼 , 𝛼𝐼 , 𝜌𝐼 , 𝜎𝐼) 𝑥 

2 𝑦𝐼𝐼 𝜃𝐼𝐼 = (𝜂𝐼𝐼 , 𝛼𝐼𝐼 , 𝜌𝐼𝐼) 𝑥 

3 𝑦𝐼𝐼𝐼 𝜃𝐼𝐼𝐼 = (𝛽𝐴
𝐼𝐼𝐼 , 𝛽𝐵

𝐼𝐼𝐼 , 𝛽𝐶
𝐼𝐼𝐼 , 𝛽𝐷

𝐼𝐼𝐼) 𝑚, 𝑣 

4 𝑦𝐼𝑉 𝜃𝐼𝑉 = (𝛽𝐴
𝐼𝑉 , 𝛽𝐵

𝐼𝑉 , 𝛽𝐶
𝐼𝑉 , 𝛽𝐷

𝐼𝑉) 𝑚, 𝑣 

5 𝑦𝑉 𝜃𝑉 = (𝛽𝐴
𝑉 , 𝛽𝐵

𝑉 , 𝛽𝐶
𝑉 , 𝛽𝐷

𝑉 , 𝜎𝑉) 𝑚, 𝑣 

6 𝑦𝑉𝐼 𝜃𝑉𝐼 = (𝛽𝐴
𝑉𝐼 , 𝛽𝐵

𝑉𝐼 , 𝛽𝐶
𝑉𝐼 , 𝛽𝐷

𝑉𝐼 , 𝛽𝐸
𝑉𝐼 , 𝛽𝐹

𝑉𝐼) 𝑚𝑅 , 𝑣𝑅 , 𝑐𝑉𝐼 , 𝑑𝑉𝐼 

Table 1: This table summarizes the covariates and parameters that are used by the six different 
models, and indicates which experiment each model is from.  
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Figure 6: Results from stages one and two of the uncertainty analysis.  The top panel shows 
the results from stage 1, which is the distribution defined in Equation 15.  The middle and 

bottom panels show the results from stage two, which are conditioned on the 
fragment penetrating the armor.  

 

  
Figure 7: Results from stage three of the uncertainty analysis, which is the distribution defined 

in Equation 23.  

 

6.1  Stage One 
 

The first stage propagates the uncertainties from the impact velocity and impact mass 
models (𝐼  and 𝐼𝐼 ) through the probability of penetration model ( 𝐼𝐼𝐼 ).  To construct the 
connection between these models, we define the distribution of the unobserved covariate 
settings from model 𝐼𝐼𝐼 to be equivalent to the posterior predictive distribution of the response 
variables from models 𝐼 and 𝐼𝐼.  That is, 

 

 𝑝(�̃� | 𝑦𝐼 , �̃�) ≡ 𝑝(�̃�𝐼  | 𝑦𝐼 , �̃�)    ,    and    𝑝(�̃� | 𝑦𝐼𝐼 , �̃�) ≡
𝑝(�̃�𝐼𝐼  | 𝑦𝐼𝐼 , �̃�) . (14) 
 

Then, the posterior predictive distribution of the probability of penetration is 
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𝑝(�̃�𝐼𝐼𝐼 = 1 | 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�) =

∭ 𝑝(�̃�𝐼𝐼𝐼 = 1 | 𝜃𝐼𝐼𝐼 , �̃�, �̃�)𝑝(𝜃𝐼𝐼𝐼|𝑦𝐼𝐼𝐼)𝑝(�̃�|𝑦𝐼𝐼 , �̃�)𝑝(�̃�|𝑦𝐼 , �̃�)𝑑�̃�𝑑�̃�𝑑𝜃𝐼𝐼𝐼 (15) 

 

Notice that the posterior prediction is dependent on the data from the three experiments 
(𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 ) and the unobserved tilt angle setting (�̃�), but not the intermediary unobserved 
covariates: impact velocity (�̃�) and impact mass (�̃�). 

To illustrate the computation involved in stage one, we execute the following steps to 
obtain the distribution in Equation 15: 

 

1. For a given unobserved tilt angle, �̃�, and for the 𝑧th simulation iteration, draw a 
single predicted response variable (�̃�𝑧

𝐼) from the impact velocity model’s posterior 
predictive distribution.  

2. For the same unobserved tilt angle, �̃�, draw a single predicted response variable (�̃�𝑧
𝐼𝐼) 

from the impact mass model’s posterior predictive distribution.  

3. Draw a vector of model parameters (𝛽𝐴,𝑧
𝐼𝐼𝐼 , 𝛽𝐵,𝑧

𝐼𝐼𝐼 , 𝛽𝐶,𝑧
𝐼𝐼𝐼 , 𝛽𝐷,𝑧

𝐼𝐼𝐼 ) from the joint posterior of 

the residual velocity model.  

4. Using these draws, compute a single value of probability of penetration as  

i. �̃�𝑧
𝐼𝐼𝐼 = inv. logit(𝛽𝐴,𝑧

𝐼𝐼𝐼 + 𝛽𝐵,𝑧
𝐼𝐼𝐼 �̃�𝑧

𝐼𝐼 + 𝛽𝐶
𝐼𝐼𝐼�̃�𝑧

𝐼 + 𝛽𝐷
𝐼𝐼𝐼�̃�𝑧

𝐼𝐼�̃�𝑧
𝐼) . (16) 

 

5. Repeat steps 1-4 to create a distribution of �̃�𝑧
𝐼𝐼𝐼 for a given tilt angle.  

6. Repeat steps 1-5 for each tilt angle.  

 

The results from this process appear in the top panel of Figure 5. 
 

6.2  Stage Two 
 

Stage two propagates the uncertainty accumulated in stage one through the residual 
velocity and residual mass models.  We begin with the residual velocity model.  Earlier, to 
make the process simple, we chose to model probability of penetration and residual velocity 
separately.  That is, we modeled the probability of penetration using a logistic regression 
model, and modeled the residual velocity, conditional on the fragment penetrating the armor, 
using a normal linear model. 

In a real-life scenario, we know that if the fragment does not penetrate the armor, then 
the residual velocity is equal to zero.  The posterior predictive distribution of this unconditional 
residual velocity (not conditioned on the fragment penetrating the armor) thus forms a mixture 
distribution.  At residual velocity equal to zero, the probability mass, which accounts for the 
uncertainty quantified in stage one, is equal to 

 

 1 − 𝑝(�̃�𝐼𝐼𝐼 = 1 | 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�)    . (17) 
 

At residual velocities greater than zero, the probability density of this mixture 
distribution, which accounts for the uncertainty quantified in stage one, is proportional to 

 

∭ 𝑝(�̃�𝐼𝑉  | 𝜃𝐼𝑉 , �̃�, �̃�)𝑝(𝜃𝐼𝑉 | 𝑦𝐼𝑉)𝑝(�̃� | 𝑦𝐼𝐼 , �̃�)𝑝(�̃� | 𝑦𝐼 , �̃�)𝑑�̃�𝑑�̃�𝑑𝜃𝐼𝑉    . (18) 
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Let Equation 19 denote this mixture distribution, which can be easily obtained using simulation. 

𝑝(�̃�𝐼𝑉  | 𝑦𝐼𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�) (19) 

Now that the accumulated uncertainty has been propagated through the residual velocity 
model, we shift our focus to the residual mass model.  In a fashion identical to the one before, 
we obtain a posterior predictive distribution for residual mass that takes the form of a mixture 
distribution, as shown in Equation 20.  This distribution accounts for the uncertainty in 
probability of penetration, and the uncertainty in impact mass and velocity. 

𝑝(�̃�𝑉  | 𝑦𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�) (20) 

6.3  Stage Three 

The third stage of this uncertainty analysis propagates the accumulated uncertainty up 
until this point through the component damage model.  To connect models 𝐼𝑉 and V with 
model 𝑉𝐼, we define the distributions of the unobserved covariate settings from model 𝑉𝐼 to 
be equivalent to the posterior predicted response variables from models 𝐼𝑉 and V.  That is, 

𝑝(�̃�𝑅 | 𝑦𝐼𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�) ≡ 𝑝(�̃�𝐼𝑉 | 𝑦𝐼𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�) , (21) 

𝑝(�̃�𝑅 | 𝑦𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�) ≡ 𝑝(�̃�𝑉 | 𝑦𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�) . (22) 

Then, the predicted probability of component damage that accounts for the uncertainties 
in the previous models is 

 

𝑝(�̃�𝑉𝐼 = 1 | 𝑦𝑉 , 𝑦𝐼𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�, 𝑐𝑉𝐼 , 𝑑𝑉𝐼) =

∭ 𝑝(�̃�𝑉𝐼 = 1 | 𝜃𝑉𝐼 , �̃�𝑅 , �̃�𝑅 , 𝑐𝑉𝐼 , 𝑑𝑉𝐼)𝑝(𝜃𝑉𝐼 | 𝑦𝑉𝐼)

𝑝(�̃�𝑅 | 𝑦𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�)𝑝(�̃�𝑅 | 𝑦𝐼𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�)𝑑�̃�𝑅𝑑�̃�𝑅𝑑𝜃𝑉𝐼 .

(23) 

7  Fault Tree Analysis 

A fault tree analysis is a deductive procedure used to determine the various combinations 
of component failures that could cause system-level failures.  Fault trees, which are usually 
shown graphically, are depictions of the system functionality, component criticality, and 
interactions among components and subsystems. In this case study, we assume the three 
components that were tested are critical and non-redundant toward the state of the vehicle’s 
mobility.  The corresponding fault tree depicts these components in series, and the survivor rule 
is used to predict the probability of mobility-degraded state. 

The fault tree analysis mirrors the textbook example by Driels [2].  There, the 
component damage probabilities are scalar values, where 𝑝(𝒞1), 𝑝(𝒞2), and 𝑝(𝒞3) denote 
the component damage probabilities for components one, two, and three, respectively.  For 
the configured fault tree, the survivor rule function, 𝑓(𝒞1, 𝒞2, 𝒞3), defines the probability of 
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degraded mobility as 

𝑓(𝒞1, 𝒞2, 𝒞3) = 1 − ∏3
𝑠=1 (1 − 𝑝(𝒞𝑠)) . (24) 

In this case study, we have a component damage model (Equation 23) that allows us to 
generate a posterior predictive distribution for probability of component damage for each 
component.  To simplify notation, let 𝑝(𝒞1 | �̃�), 𝑝(𝒞2 | �̃�), and 𝑝(𝒞3 | �̃�) denote the 
posterior predictive distribution of the probability of component damage for components one, 
two, and three, respectively.  For example, 

𝑝(𝒞1 | �̃�) ≡ 𝑝(�̃�𝑉𝐼 = 1 | 𝑦𝑉 , 𝑦𝐼𝑉 , 𝑦𝐼𝐼𝐼 , 𝑦𝐼𝐼 , 𝑦𝐼 , �̃�, 𝑐𝑉𝐼 = 1, 𝑑𝑉𝐼 = 0) , (25) 

where the indicator covariates, 𝑐𝑉𝐼 and 𝑑𝑉𝐼, are set to correspond to component one.
Then, we can use the survivor rule function, and integrate over the individual component 

damage probabilities to obtain a distribution for probability of degraded mobility for each tilt 
angle setting (�̃�), as shown in Equation 26.  We use simulation to obtain this distribution, and 
the results appear in Figure 8. 

∭ 𝑓(𝒞1, 𝒞2, 𝒞3)𝑝(𝒞1 | �̃�)𝑝(𝒞2 | �̃�)𝑝(𝒞3 | �̃�)𝑑𝒞1𝑑𝒞2𝑑𝒞3 (26) 

Figure 8: Predicted probability of degraded mobility that results from simulation using the 
survivor rule, which combines the uncertainties of probability of component damage 

of the three components.  

8  Conclusions 

Live fire testing of armored vehicles typically limits the number of full-up system-level 
tests to very few, which poses a challenge for in-depth statistical inference.  Collecting more 
affordable data from sources that include component- and subsystem-level testing, computer 
simulation, and engineering- and physics-based equations offers substantial information, but 
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raises the following question: how can these lower-level data sources be connected to provide a 
credible system-level result?  This case study emphasized the use of design of experiments, 
statistical modeling, and propagation of uncertainty to address this problem. 

Design of experiments provided an important planning tool for conducting lower-level 
tests.  Component- and subsystem-level tests typically occur in laboratory settings and offer a 
degree of control that permits the execution of a designed experiment.  The sequential 
procedure, called 3Pod, was used for the Armor Coupon and Armor Component experiments, 
and was valuable for ensuring a zone of mixed results, and for selecting d-optimal velocities that 
led to a well-fitting logistic regression model.  3Pod was executed once per mass and 
component type, which allowed the contributions of these covariates to be estimated 
independently.  The designed experiments influenced the quality of the statistical model fits, 
which in turn influenced the accuracy and uncertainty in the system-level prediction. 

The case study included few covariates, but experiments in practice will include many 
more.  For example, the Warhead Airburst experiment could include warhead type as a 
covariate, while the Armor Coupon experiment may consider plate thickness, engagement angle, 
or material type.  As the number of covariates increases, design of experiments becomes even 
more valuable for efficiently and independently estimating the contributions of those factors, as 
well as their interactions and higher-order effects. 

The fitted statistical models included a normal Gaussian process model, a latent Mott 
Gaussian process model, an exponential generalized linear model with log link, a normal linear 
model, and a logistic regression model.  All were fit using Bayesian techniques using Stan. 
Compared with our experience in fitting frequentist models, Bayesian regression offers more 
flexibility when fitting hierarchical models, such as the latent Mott Gaussian process model. 

The Gaussian process model proved to be an effective choice for modeling the initial 
conditions of the engagement scenario.  In general, engagement initial conditions are spatial, 
including coordinates, angles, and other geometries, which are well-suited for this type of model. 
Additionally, the volume of data at the component- or subsystem-level is also relatively small (on 
the order of 100 to 1,000 data points), which makes the Gaussian process model an attractive 
choice. 

Uncertainty quantification in the system-level result relied on the propagation of 
uncertainty from one model to the next.  The models were connected in series such that the 
outcome of the lower-level model served as the input to the covariate of the higher-level model, 
which is similar to the approach used by Mahdevan [3].  Propagation of uncertainty in a 
Bayesian framework is straightforward to implement using simulation and, in our opinion, is 
easier than using a frequentist approach that relies on the delta method to propagate 
uncertainty. 

Uncertainty quantification gives engineers, program managers, and commanders the 
insight to answer these challenging questions: (1) Does the new or upgraded vehicle offer more 
protection than its predecessor?  (2) Is the vehicle more resistant to one type of projectile than 
another?  (3) What new testing should be conducted to improve prediction?  (4) How much 
testing is necessary?  Credible solutions to these questions require a statistical inferential 
framework that includes uncertainty quantification. 
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9  Lessons Learned and Future Work 

The development of statistical models should be considered an iterative process that can 
be improved from one program to the next to find the model that best fits the underlying true 
process.  Official procedures that integrate lower-level test data to provide system-level results 
should be flexible enough to accommodate new, better-fitting models as they become available. 

For instance, the Warhead Airburst Gaussian process model could be improved by 
modeling the mass and velocity simultaneously (assuming this data could be collected in pairs), 
or could be used to investigate how to account for within-and-between-run variation for an 
experiment that involves more than one warhead detonation. 

Future work might benefit from the use of alternative models for fitting the residual mass 
and velocity in the Armor Coupon experiment.  For sake of expediency in this case study, we 
fitted a simple statistical model to these data, even though engineering models might be more 
commonly used in practice.  Future research could investigate improvements to the 
engineering model fits by using a Bayesian calibration procedure by Higdon [6], or an 
engineering-driven statistical adjustment procedure by Joseph [7].  These approaches are 
designed to modify the engineering model to improve prediction accuracy. 

Another area of future work involves the modeling of the fault tree.  In this case study, 
we assumed a deterministic relationship between the three components and the vehicle’s 
mobility.  In reality, the fault tree may be much more complex, and the structure of the tree 
may be uncertain. 

The scalability of this problem is also an area of concern.  The more detail and 
experiments in the overarching vulnerability model, the more uncertainty we introduce into the 
system-level result.  A concept from [1] states that research should investigate the 
development of a compartment-level model, as opposed to component-level model, where a 
compartment includes a group of components.  A practical vulnerability model may strike a 
compromise between vehicle CAD drawing detail, uncertainty in the final result, and 
computational and experimental cost. 

Another lesson underscores the importance of data management.  In many situations, 
when a model is fit to test data, the resulting predictions and other summary statistics are 
organized and stored for later use in a centralized database, while the raw data is not.  The raw 
data is a valuable resource that is essential for fitting models.  It is easy to update old models 
with new data if the old data is present.  If test data used within EM&S were to be conveniently 
stored, this would foster an atmosphere of continuous model improvement.  It would also 
encourage model validation by creating a convenient process for comparing models to test data. 
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